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MISP and CIRCL

CIRCL is mandated by the Ministry of Economy and acting as
the Luxembourgish National CERT for private sector.
CIRCL leads the development of the Open Source MISP
threat intelligence platform which is used by a wide range of
military or intelligence communities, private companies, the
financial sector, National CERTs and LEAs globally.
CIRCL runs multiple large MISP communities performing
active daily threat-intelligence sharing .
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MISP Project
MISP Project is a completely open collaborative effort to support analysts and organisations in all efforts related
to information sharing and threat intelligence.
The project includes a range of open source software, composed of a threat intelligence
platform with sharing capabilities, expansion modules, advanced API capabilities and situational awareness tools.
It also includes a comprehensive intelligence library and knowledge base acting as reference material for
common taxonomies and classiﬁcations, threat-actors, complex intelligence models and common false-positive warning libraries.
Furthermore, the project encompasses a set of open standards, of which the
reference implementation is MISP itself, designed to be freely reused by communities developing their own software and tools.
In addition, the MISP project releases a set of best practises that can be used as guidelines meant
to support closed, semi-open and open sharing communities.
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MISP features
MISP1 is a threat information sharing free & open source
software.
MISP has a host of functionalities that assist users in
creating, collaborating & sharing threat information - e.g.
flexible sharing groups, automatic correlation, free-text
import helper, event distribution & proposals.
Many export formats which support IDSes / IPSes (e.g.
Suricata, Bro, Snort), SIEMs (eg CEF), Host scanners (e.g.
OpenIOC, STIX, CSV, yara, sigma), analysis tools (e.g.
Maltego), DNS policies (e.g. RPZ).
A rich set of MISP modules2 to add expansion, import and
export functionalities. A strong integration with other open
source security projects such as TheHive, Cortex, cve-search,
AIL framework.
1
2

https://github.com/MISP/MISP
https://www.github.com/MISP/misp-modules
3

20

MISP core distributed sharing functionality
MISPs’ core functionality is sharing where everyone can be a
consumer and/or a contributor/producer."
Starting a sharing community by installing MISP is simple
and then you can synchronised with any other sharing
community using MISP.
Contributions can be done via proposals, sightings or
extending events.
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Correlation features: a tool for analysts

To corroborate a finding (e.g. is this the same campaign?),
reinforce an analysis (e.g. do other analysts have the same
hypothesis?), confirm specific aspects (e.g. are the sinkhole
IP addresses used for one campaign?) or just find whether
the given threat is new or unknown in your community.
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Supporting custom shareable datamodels
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Sharing Attackers Techniques

MISP integrates the MITRE’s Adversarial Tactics, Techniques,
and Common Knowledge (ATT&CK) at both the event and
attribute levels.
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When and where did the
intelligence community become
involved?

MISP model of governance
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PMF methodology

3
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https://github.com/adulau/pmf
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New users and use-cases in MISP

There are many different types of users of MISP such as
Malware reversers, incident responders, security analysts,
intelligence analysts, LEAs, fraud and financial analysts
(from 2012 until Today).
IC community is not an island. They evaluated the ability to
gather information from other sharing communities and in
some cases even buildt their own internal community4 .

4

MISP is designed to support various models such as disconnected sharing
communities (e.g. military air-gapped ones), partially bridged or fully
interconnected communities
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Secrecy in IC

Secrecy of Methodologies
Secrecy of Tools used
Information Secrecy
But finding the trade-off between secrecy and efficacy is hard
and very often secrecy beats efficacy5 .

5
Analytic Culture in the US Intelligence Community: An Ethnographic Study.
Dr. Rob Johnston
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Social and political aspects

a part of the secrecy (in methodologies), tooling decision or
lack of information sharing is often linked to political or
social aspects:

6

6
Information Sharing in Military Organizations: A Sociomaterial Perspective,
Gijs Van den Heuvel
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Complexity, efficacy and secrecy

Secrecy and efficacy conflict. Secrecy interferes with analytic
effectiveness by limiting access to information and sources that
may be necessary for accurate or predictive analysis7
OSINT increased in IC and takes a significant role in analytics
nowadays.
Purely open models where secrecy is limited (information is
disclosed along with tools and methodologies used) such as
bellingcat8 or the systematic work of Pieter Van Ostaeyen9
can be very efficient.
7

Analytic Culture in the US Intelligence Community: An Ethnographic Study.
Dr. Rob Johnston
8
https://www.bellingcat.com/
9
Tracking ISIS
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Sharing with potential hostile forces

Information sharing among hostile forces is a different game,
although it has been argued that, even among enemies,
information sharing about their mutual strengths and intentions
is conducive to preventing conflicts from occurring. Stated the
other way around, military secrecy may stimulate violent
encounters1011
Large sharing communities might contain some hostile
adversaries but often the sharing aspect outperforms the
risk(s).

10

Parks, W. (1957). Secrecy and the public interest in military affairs. George
Washington Law Review, 23-27.
11
Coser, L. (1963). The dysfunctions of military secrecy. Social Problems,
11(1),13-22.
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Sharing to support collaborative analysis

Finally, the main problem of intelligence gathering seems not to
be the sharing, but information credibility, which is nevertheless
also linked to information exchange. To verify the credibility of
information, crosschecking is essential and this task implies
sharing with others.12
Extensive taxonomies in estimative language(s) supports the
crosschecking role of the analyst.
Interoperable standard (such as MISP core exchange format
and MISP) can improve the sharing aspect inter-agencies.

12
Information Sharing Among Military Operational Staff: The French Officers’
Experience, Barbara Jankowski
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Conclusion

Information sharing practices come from usage and by
example (e.g. learning by imitation from the shared
information).
MISP is just a tool. What matters is your sharing practices.
The tool should be as transparent as possible to support
you.
Enable users to customize MISP to meet their community’s
use-cases. IC community and threat intelligence community
can both learn from each others.
MISP project combines open source software, open
standards, best practices and communities to make
information sharing a reality.
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Contact

Getting started with building a new community can be
daunting or want to provide feedback about MISP, don’t
hesitate to contact us:
Contact: info@circl.lu - info@misp-project.org
https://www.circl.lu/
https://github.com/MISP https://twitter.com/MISPProject
https://github.com/CIRCL
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Some "not so funny" examples of
the information sharing
challenges in the military and IC.
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